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DAVID MATTHEWS GROUP
COUNSELLING SERVICE
DATA PROTECTION (GDPR) POLICY
Policy Title: Data Protection & GDPR Policy
Effective Date: 23 March 2026
Review Date: March 2027
Policy Owner: David Matthews, Director

1. POLICY STATEMENT
David Matthews Group – Counselling Service is committed to protecting the privacy, confidentiality, and security of all personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Given the sensitive nature of counselling services—including anxiety, bereavement, depressive disorders, insomnia, and talking therapy—we recognise our responsibility to handle personal and special category data with the highest level of care and confidentiality.

2. PURPOSE
This policy outlines how we:
· Collect, use, and store personal data 
· Protect sensitive client information 
· Comply with legal and regulatory requirements 
· Uphold client rights under GDPR 

3. SCOPE
This policy applies to:
· All client data 
· All records (digital and paper) 
· The Director and any associates handling personal data 

4. DATA CONTROLLER
David Matthews Group acts as the Data Controller.
Contact Details:
David Matthews
📞 07493 392481
📧 dave@dmhrgroup.com

5. TYPES OF DATA COLLECTED
We may collect and process:
Personal Data
· Name, address, contact details 
· Date of birth 
· Emergency contact details 
Special Category Data (Sensitive Data)
· Mental health information 
· Counselling session notes 
· Risk assessments 
· Medical history (where relevant) 

6. LAWFUL BASIS FOR PROCESSING
We process data under the following lawful bases:
· Contractual necessity – to provide counselling services 
· Legitimate interests – safe and effective service delivery 
· Legal obligation – safeguarding requirements 
· Explicit consent – for processing sensitive data 

7. DATA PROTECTION PRINCIPLES
We adhere to the 7 GDPR principles:
1. Lawfulness, fairness, and transparency 
2. Purpose limitation 
3. Data minimisation 
4. Accuracy 
5. Storage limitation 
6. Integrity and confidentiality 
7. Accountability 

8. HOW DATA IS USED
Data is used for:
· Delivering counselling services 
· Risk assessment and safeguarding 
· Communication with clients 
· Record keeping 
· Legal and regulatory compliance 

9. CONFIDENTIALITY
All client information is treated as strictly confidential. However, confidentiality may be breached where:
· There is a risk of serious harm to the client or others 
· A child or vulnerable adult is at risk 
· Required by law or court order 

10. DATA STORAGE & SECURITY
We ensure data is:
· Stored securely (password-protected systems) 
· Paper records kept in locked storage 
· Access restricted to authorised individuals only 
· Protected against loss, misuse, or unauthorised access 

11. DATA RETENTION
Client records are retained for:
· 7 years after the end of counselling (standard practice) 
· Or longer where legally required 
After this period, data will be securely destroyed.

12. DATA SHARING
We do not share personal data unless:
· Required for safeguarding 
· With client consent 
· Required by law 
Where data is shared, it will be:
· Relevant and proportionate 
· Shared securely 

13. CLIENT RIGHTS
Clients have the right to:
· Access their data (Subject Access Request) 
· Request correction of inaccurate data 
· Request erasure (where applicable) 
· Restrict processing 
· Object to processing 
· Lodge a complaint with the ICO 

14. SUBJECT ACCESS REQUESTS (SAR)
Requests must be:
· Submitted in writing 
· Responded to within 1 month 

15. DATA BREACHES
In the event of a data breach:
· It will be recorded and assessed immediately 
· The ICO will be notified within 72 hours where required 
· Affected individuals will be informed where necessary 

16. TRAINING & RESPONSIBILITY
David Matthews will:
· Maintain awareness of GDPR requirements 
· Ensure secure handling of all data 
· Review practices regularly 

17. USE OF TECHNOLOGY
Where digital systems are used:
· Secure platforms will be selected 
· Encryption and password protection applied 
· No use of unsecured or public systems 

18. COMPLAINTS
Complaints regarding data protection can be made to:
David Matthews
📧 dave@dmhrgroup.com
Or to the Information Commissioner’s Office (ICO):
https://www.ico.org.uk

19. REVIEW
This policy will be reviewed annually or in line with legal changes.

20. APPROVAL
Signed:
David Matthews
Director – David Matthews Group
Date: 23 March 2026
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